
 

 

Appendix 1

 

COMPUTER AUDIT NEEDS ASSESSMENT  

Breckland District Council 

BRK1310 – FINAL REPORT 

November 2012 



Breckland District Council 

Computer Audit Needs Assessment and Strategic Plan 

CONTENTS 

SECTION PAGE 

1. INTRODUCTION 1 

2 AUDITABLE AREAS 1 

3. PRIORITISATION CRITERIA 2 

4. METHODOLOGY 2 

5. RISK ASSESSMENT APPROACH 2 

6. COMPUTER AUDIT PRIORITY ANALYSIS 4 

7.  ANNUAL COMPUTER AUDIT ACTIVITY PLANS 5 

APPENDIX 1 CANA METHODOLOGY 12 

 



 

1 

 

1. INTRODUCTION 

We are pleased to present our Computer Audit Needs Assessment and 
Strategic Plan for Breckland District Council.  We believe that such an 
assessment is a vital component of the planning process and allows direction 
of audit effort towards areas of risk within the IT environment that are of 
specific importance to the Authority.  Our approach reflects our philosophy 
that the computer audit function should be seen as a constructive 
management tool that provides useful advice to management on the 
efficiency and effectiveness of systems, procedures and operations.  This 
approach has been successfully introduced across a wide range of our 
clients including those in the Public Sector. 

The following sections give further details of how our assessment has been 
conducted and the conclusions we have reached. 

2. AUDITABLE AREAS 

We assessed the risk in terms of a number of audit areas so that audit types 
are distinguished by different audit risk objectives, e.g. Applications, 
Management issues and Infrastructure. 

The nature of auditable areas differs between audit types, e.g. for an 
application audit the auditable area can be within a specific installation, for 
Management and Infrastructure audits it can be Council wide, departmental, 
outsourced, or some combination of these, and impact on a variety of 
corporate risks.  These areas were discussed with the interviewees to 
establish their views on the inherent risk of each of the audit areas, and 
previous external audit reports were reviewed to identify areas of 
weaknesses which were identified. 

It is important to note that although audits are planned separately, so that the 
appropriate criteria can be applied to each type of audit, it may be 
appropriate to combine audits for the purposes of execution. Where this is in 
the best interest of the Council, synergy between audits has and will be 
sought. 

The following notes set out the ground rules and the proposed definitions of 
units for each of the audit types. 

Ground rules 

As far as practicable, the audit types have been divided so that the auditable 
areas: 

• are comparable with each other - significance analysis is ineffective if 
unlike units are compared, e.g. comparing an existing system with a 
project; 

• represent logical groupings which will result in an efficient use of audit 
resources; 

• reflect the reporting lines within the organisation so that any issues raised 
have immediate relevance to an identified management team and the 
channels for communicating findings are clear;  

• provide a reasonably homogeneous population, especially as regards 
size - there should not be extremely large or extremely small audit units 
in the same population; and 

• are of manageable size. 
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3. PRIORITISATION CRITERIA 

This section sets out the approach used for determining priorities.  A 
significance analysis was performed, which took account of both the risk and 
the possible consequence of a breakdown in controls. The detailed 
methodology factors are shown below. 

4. METHODOLOGY  

  Assessment Categories 

 The Risk Assessment model takes account of four assessment categories to 
produce a risk index for each auditable area.  The auditable area is scored in 
each category using assessment criteria to gauge the degree of risk or 
materiality associated with the particular area.  The table below summarises 
the four assessment categories and what each is intended to measure. 

Assessment Category Measure 

Corporate Importance – 
Objectives/Priorities 

Corporate materiality 

Corporate Sensitivity – Impact Political materiality 

Inherent Risk Inherent vulnerability 

Control Risk Control effectiveness 

 

The full definition for each category and the scoring criteria are described in 
Appendix 1.  

 

5. RISK ASSESSMENT APPROACH 

Auditable areas 

In order to identify the auditable areas and establish the areas of risk or 
specific importance within the Council, we adopted an approach involving 
discussion and review of the current position.  Information was gathered by 
completing the Computer Audit Needs Assessment matrix with three selected 
officers within the Council, and discussion of particular issues and 
requirements with the Director of Commissioning.  These individuals are 
identified below. 

 

Name Title 

Maxine O’Mahoney Director of Commissioning 

Kevin Rump Interim ICT/Customer Manager 

Simon Stubbs ICT Technical Architect 

Joanne Linton ICT Operations Delivery Manager 

 

In addition to the input from Council personnel to the needs assessment 
matrix, the following information was also included:  

• review of the available information within the current Internal Audit 
Strategy;  
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• background information obtained from previous audits and our 
discussions to date with the Council; 

• professional judgement after careful consideration of the key risks to 
the Council with the above officers; and, 

• review of current and previous computer audit plans and local strategic 
issues facing the Council. 

This has resulted in auditable areas being classified into four bands 
according to their significance.  These bands have been used to determine 
the priority and frequency of audits to be undertaken.  Band Very High (VH) 
is the highest and contains the systems identified as of most significance to 
the organisation, and Band Low (L) the least significant. 

Those in the higher bands will normally be audited more frequently and to a 
greater depth than those in the lower bands, unless special requirements 
arise as a result of specific management concerns about an area. 

Assessment of Needs 

The Needs Assessment is based on an audit analysis of 36 discrete 
auditable areas which together are considered to comprise the key aspects 
of the IT environment within the Council.  A separate analysis was also 
carried out to complement these areas to determine the Council’s key 
applications and upcoming projects, which have also been incorporated into 
the Needs assessment.  The Strategic Computer Audit Priority Analysis 
(Medium, High and Very High) is detailed in section 6 of this report and the 
Annual Computer Audit Activity Plans are shown in section 7 of this report. 
The 18 areas prioritised as Low have not been included. 
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6. COMPUTER AUDIT PRIORITY ANALYSIS 

Table 1 

 PROPOSED STRATEGIC COMPUTER AUDIT PLAN 

 FOR 2012/13 TO 2015/16 

 FROM STRATEGIC COMPUTER AUDIT NEEDS ANALYSIS 

AUDITABLE AREA Risk  Last 
Audited 

12/13 13/14 14/15 15/16 

       

Other       

Computer Audit Needs Assessment (CANA)   6   6 

Follow up's   4 4 4 4 

       

Infrastructure       

Network Infrastructure and Security H 2010* 21    

Firewalls M   7   

Virtualisation M    12  

Telecoms/VOIP M   12   

Management Issues       

Business Continuity (BS25999) H   7   

Disaster Recovery VH   10   

Data Back-up H   Incl DR   

Data Centre H   Incl DR   

Software Licensing (inc FAST) M 2009     7 

Project Management M     7 

Applications       

Benefits and Revenues VH 2009    10 

BACS transfer system H    6  

Revenues and Benefits Electronic Document 
Record Management System 

M  10    

Financial Management System VH 2009    10 

Cash Receipting System M  10    

HR/Payroll System H    10  

Environmental Health H 2008   10  

       

   51 40 42 44 

* Limited Assurance opinion 

Where possible, a number of audits where there is a crossover in scope have been 
consolidated to provide efficiencies.  Some areas of scope are covered as part of a 
number of audits and therefore have not been included as a separate audit.   

When scheduling the proposed timetable for auditing specific areas, the date the 
areas was last audited, together with the assurance opinion provided at that time 
has been considered.  Additionally, timescales were discussed to identify if there 
were any factors that might affect the timing of the audit that should be considered, 
for example new or improved system/process to be implemented. 

The following audits were deemed to be important, however, they have been put 
into reserve status due to budget constraints. 

RESERVE AUDITS 

AUDITABLE AREA Risk Days 

Applications   

Express Register of Electors Application M 10 

Ocella Building Control/Planning Application M 10 

Key Select Choice Based Letting Application M 10 

ESRI GIS Application M 10 

Total  40 
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7. ANNUAL COMPUTER AUDIT ACTIVITY PLANS 

Table 2 

Annual Computer Audit Plan 2012/13  

      

AUDITABLE AREA Risk Days 

Other   

Computer Audit Needs Assessment (CANA)  6 

Follow up of audit recommendations  4 

   

Infrastructure   

Network Infrastructure and Security H 21 

   

Applications   

Revenues and Benefits Electronic Document Record 
Management System 

M 10 

Cashiers System M 10 

 

The above extract (Table 2) from the Strategic Computer Audit Needs 
Analysis (Table 1) shows that four areas are due for review as part of the 
2012/13 Audit Plan. These reviews are: 

Computer Audit Needs Assessment (CANA) 

A CANA takes into account the current infrastructure and IT requirements at 
the Council to help develop a strategic, risk based Audit plan to cover the 
next three years.  This report is the output from the CANA. 

Network Infrastructure and Security 

The network infrastructure enables users to connect to servers and 
equipment, which is not directly connected to their own physical PC or 
workstation.  This could be on the next desk (as in printers), other rooms, 
other buildings or even other countries depending on the type of network.  A 
review of the network infrastructure will look at how the Council’s network is 
accessed, how it is supported and monitored and how the network is secured 
against unauthorised access.  As part of the audit we will use a Computer 
Audit Tool called SekChek to analyse the Network Server Operating System 
(O/S) configuration and logical access controls. 

Revenues and Benefits Electronic Document Record Management System 

Document Imaging and workflow is used within the Anglia Revenues 
Partnership, of which Breckland District Council is a member. It is used as an 
Electronic Document Record Management system to store and view records 
relevant to customer Revenues and Benefits account activities.  The audit will 
focus on the application controls as they apply specifically to Breckland 
District Council only and will cover: 

• Access Controls; 

• Document Imaging Process;  

• Data Processing and Document Routing; 

• Data Output;  

• Interfaces;  

• Management Trails; and 
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• Support Arrangements & Maintenance. 

Cash Receipting Application 

The purpose of the Cash Receipting application is to record and monitor 
income received by the Council.  The areas covered in each of these 
modules include: 

• Access Controls; 

• Data Input;  

• Data Processing; 

• Data Output;  

• Interfaces;  

• Management Trails; and 

• Support Arrangements & Change Controls. 

 

Table 3 

Annual Computer Audit Plan 2013/14  

      

AUDITABLE AREA Risk Days 

Other   

Follow up of audit recommendations  4 

   

Infrastructure   

Firewalls M 7 

Telecoms/VOIP M 12 

   

Management Issues   

Business Continuity (BS25999) H 7 

Disaster Recovery VH 10 

Data Back-up H Incl DR 

Data Centre H Incl DR 

The above extract (Table 3) from the Strategic Computer Audit Needs 
Analysis (Table 1) shows that four areas are due for review as part of the 
2013/14 Audit Plan. These reviews are: 

Firewalls 

The primary objective of a firewall is to control the incoming and outgoing 
network traffic by analysing the data packets and determining whether it 
should be allowed through or not, based on a predetermined rule set.  The 
audit will look at the Council’s firewalls in the following areas of management 
responsibilities: 

• Topology and resilience; 

• Firewall configuration settings; 

• Change controls; and 

• Security validation tests. 

Telecoms/VOIP 
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Telecommunications is one the means by which the Council communicates 
internally and with its customers.  Voice over IP (VOIP) is a technology that 
helps provide efficiencies by using the data network to provide voice 
communications.  The audit will therefore look at how the telecoms/VOIP 
network is managed and administered to maintain voice communications 
whilst protecting the Council from excessive costs or abuse of the facility. 

Business Continuity 

The audit will look at the Council’s Business Continuity arrangements. 
Business Continuity is the foundation, which will help the Council continue 
operations in the event of a disaster or significant incident affecting Council 
staff, premises or systems.  Business Continuity concentrates on the user 
end of the recovery process and is also a key requirement of the 2004 Civil 
Contingencies Act.  In previous years this audit has been undertaken in 
conjunction with Disaster Recovery, however, as Business Continuity is not 
an IT responsibility (but should inform the Disaster Recovery requirements) 
they are now undertaken as separate audits so responsibility is no longer 
distorted between the two. 

Data Centre, Backup and Disaster Recovery 

The audit will look at how the Council manages its Data Centre, Data Backup 
processes and relevant Disaster Recovery processes.  In previous years, this 
audit has been undertaken in conjunction with Business Continuity, however, 
as Business Continuity is not an IT responsibility where Disaster Recovery is 
(although feeding from the Business Continuity requirements), they are now 
treated as separate audits so responsibility is no longer distorted between the 
two. 

 

Table 4 

Annual Computer Audit Plan 2014/15  

      

AUDITABLE AREA Risk Days 

Other   

Follow up of audit recommendations  4 

    

Infrastructure   

Virtualisation M 12 

    

Applications   

BACS Transfer System (Fund Tec) H 6 

HR/Payroll system (SAP) H 10 

Environmental Health H 10 

The above extract (Table 4) from the Strategic Computer Audit Needs 
Analysis (Table 1) shows that four areas, together with the Computer Audit 
Needs Assessment, are due for review as part of the 2014/15 Audit Plan. 
These reviews are: 
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Virtualisation 

Virtualisation is the creation of a virtual (rather than actual) version of 
something, such as an operating system, a server, a storage device or 
network resources.  Operating system virtualisation is the use of software to 
allow a piece of hardware to run multiple operating system images at the 
same time.  The audit will look at the Council’s virtual security and 
management control framework and evaluate controls established and 
applied in the following areas: 

• Roles and responsibilities; 

• Topology design and capacity management procedures; 

• Use of standard configurations (e.g. Centre for Internet Security 

• VM security standards); 

• System monitoring and management support arrangements; and 

• Ongoing benefit management arrangements. 

 

BACS Transfer System (Fund Tec) 

The Application is used within the Council to carry out Direct Debit 
transactions between the Council and the public as well as suppliers.  The 
areas covered within this Audit will include:  

• User Responsibilities; 

• Access Controls; 

• Creating files for BACS; 

• Loading and sealing files; 

• Signing and Sending files; 

• Verification of BACS Processing; 

• Management Trails; and 

• Maintenance, Contingency and Recovery. 

HR/Payroll 

SAP is a hosted application used as the Council’s HR/Payroll application, 
used for the management of Human Resources and Payroll processes.  The 
areas covered in each of these modules include: 

• Access Controls; 

• Data Input;  

• Data Processing; 

• Data Output;  

• Interfaces;  

• Management Trails; and 

• Support and Maintenance. 
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Environmental Health Application 

The remit of the Environmental Health Service is the protection of public 
health and the environment.  This is achieved through the regulation of 
Environmental Health legislation and includes working with businesses, the 
public and other agencies.  The work undertaken by the service includes 
food safety, occupational health and safety, environmental protection, 
general public health and environmental health licensing. This is managed 
through the Council’s environmental health application and will be subject of 
this application Audit.  The areas covered include: 

• Access controls; 

• Data Input; 

• Data Processing; 

• Data Output; 

• Interfaces; 

• Management Trails; and 

• Support Arrangements and Change Controls. 

 

Table 5 

Annual Computer Audit Plan 2015/16  

      

AUDITABLE AREA Risk Days 

Other   

Computer Audit Needs Assessment (CANA)  6 

Follow up of audit recommendations  4 

    

Management Issues   

Project Management M 7 

Software Licensing (inc FAST) M 7 

    

Applications   

Revenues and Benefits VH 10 

Financial Management System (Integra) VH 10 

The above extract (Table 5) from the Strategic Computer Audit Needs 
Analysis (Table 1) shows that four areas, together with the Computer Audit 
Needs Assessment, are due for review as part of the 2015/16 Audit Plan. 
These reviews are: 

Computer Audit Needs Assessment 

A Computer Audit Needs Assessment (CANA) takes into account the current 
infrastructure and IT requirements at the Council to help develop a strategic, 
risk based Audit plan to cover the next three years. This report is the output 
from the CANA. 

Software Licensing (inc. FAST) 

A Software Licensing audit assesses the adequacy and effectiveness of 
Software Licensing and Management within the Council. The purpose of this 
audit is to provide high level assurance over a number of key activities and 
services both within ICT and the Council and includes: 
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• Software Policies; 

• Software Inventory; 

• Security of Software; 

• Software Copyright; and 

• Software Licensing Procurement. 

Project Management 

Project management is the discipline of organising and managing resources 
in such a way that these resources deliver all the work required to complete a 
project within defined scope, time, and cost constraints. This review will look 
at how ICT projects are managed within the Council and will cover the 
following areas: 

• Project Organisation; 

• Business Context; 

• Project Summary; 

• Project Team; 

• Third Parties; 

• Project Management; 

• Change Management and Control; 

• System Requirements; 

• Conversion Approach/Data Transfer; and 

• Backup and Recovery Arrangements. 

Revenues and Benefits Application 

The Academy application is the Council’s Revenues and Benefits application. 
The Council’s Revenues and Benefits Service is conducted in partnership 
with Forest Heath District Council and East Cambridgeshire District Council 
within the Anglia Revenues Partnership.  This Audit will focus on controls 
directly relating to the confidentiality, integrity and availability of the relevant 
agreed partner authorities’ data.  The areas covered in each of these 
modules include: 

• Access Controls; 

• Data Input; 

• Data Processing; 

• Data Output; 

• Interfaces; 

• Management Trails; and 

• Support Arrangements and Change Controls.  
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Financial Management Application (Integra) 

The Council’s finance application is of critical importance to the Council’s 
operation. This audit will cover the application controls for the key financial 
modules within the application including Accounts Payable, Accounts 
Receivable and General Ledger. The areas covered in each of these 
modules include: 

• Access Controls; 

• Data Input; 

• Data Processing; 

• Data Output; 

• Interfaces; 

• Management Trails; and 

• Support Arrangements and Change Controls.  
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APPENDIX 1 Governance-based COMPUTER Audit Needs Assessment Methodology 

 Assessment Categories 

 The Risk Assessment model takes account of four assessment categories to produce a risk index for each auditable area. The auditable area is 
scored in each category using assessment criteria to gauge the degree of risk or materiality associated with the particular area. The table below 
summarises the proposed four assessment categories and what each is intended to measure. 

 

Assessment Category Measure 

A Corporate Importance – Objectives/Priorities Corporate materiality 

B Corporate Sensitivity – Impact Political materiality 

C Inherent Risk Inherent vulnerability 

D Control Risk Control effectiveness 

 

 The full definition for each category and the scoring criteria are described overleaf. 
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 Assessment Process 

 Assessment was based on professional judgement after careful consideration of the key risks to the Council with the IT Manager and Director of Finance, 
Property and IT, a review of current and previous computer audit plans and local strategic issues facing the Council. 

 The following steps were followed in performing the risk assessment: 

Step Action 

1 Select the Application/Operating System and Corporate Controls to be risk assessed, to ensure a clear and unambiguous understanding 
of the area under review. This is normally called the Auditable Area 

2 Select the most appropriate assessment criterion and therefore the score in each assessment category 

3 Record the scores. 

4 Compute the risk index by reference to the following section 

 

 Calculation of the Audit Risk Index 

 Internal Audit risk is the product of risk and materiality. In valuing materiality it is appropriate to add the constituent assessments of Corporate Importance and 
Corporate Sensitivity to generate a Materiality Factor on a scale of 100. 

 Total Risk is the product of inherent and control risk. For the purposes of simplicity in this model Inherent Risk is assessed on a scale of 5-10 and Control Risk 
on a scale of 2-10. The minimum Risk Factor is produced by multiplying theses components is therefore 10% (2 x 5). 

 The Audit Risk Index for each auditable area is, therefore, the Materiality Factor multiplied by the Risk Factor.  

 

 Results of the Audit Risk Assessment   

 The structured list of auditable areas with illustrative assessment scores is reported in Appendix C. The Appendix further summarises the scores to give the 
Risk Factor and Materiality Factor and the resultant Audit Risk Index. 

 

 The list of auditable areas is then ranked by reference to the Audit Risk Index and grouped as high, medium or low priority. The top third are considered to be 
high priority, the next medium priority, and the bottom third low priority. 
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Internal Audit Risk Assessment Matrices 

 

 
A Corporate Importance This aspect considers the effect on a Council of any inability to achieve management 
defined service objectives should the system or process fail. This aspect also takes into account the financial 
exposure or materiality of the area. The consequential impact, either directly or indirectly, on other systems and 
processes is also relevant to the assessment. Overall it is a measure of the extent to which the Council depends on 
the correct running of the system to achieve its strategic objectives. 

Score Risk to Department, Corporate and/or 
Service Objectives 

 Operational Risk Exposure  Financial Risk Exposure 

10 Negligible impact on achievement of service 
objectives. This would still be achieved with 
minimum extra cost or inconvenience. 

or Minor inconvenience or Under 2% of total operating 
income or net assets. 

20 Service objectives only partially achievable 
without compensating action being taken or 
reallocation of resources. 

or Difficult to recover or Between 2% and 10% of 
operating income or net assets. 

30 Unable to achieve service objectives without 
substantial additional costs or time delays or 
adverse effect on achievement of national 
targets / performance indicators. 

or Permanent loss of data or Between 10% and 30% of 
operating income or net assets. 

40 Unable to achieve service objectives resulting 
in significant visible impact on service provision 
such as closure of facilities. 

or Unable to restore system or Between 30% and 50% of 
operating income or net assets. 

50 Unable to achieve service objectives, resulting 
in inability to fulfil corporate obligations. 

or Council unable to function or Over 50% of total operating 
income or net assets 
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Internal Audit Risk Assessment Matrices 

 

B Corporate Sensitivity This aspect takes into account the sensitivity / confidentiality of the information 
processed, or service delivered by the system, or decisions influenced by the output. It also assesses any legal and 
regulatory compliance requirements. The measure should also reflect any management concerns and sensitivities. 

Score Risk to Public Image  Risk of Adverse 
Publicity 

 Risk to Accountability  Risk of non-legal 
Compliance 

10 Negligible consequences     or No regulatory 
requirements 

20 Some public 
embarrassment but no 
damage to reputation or 
standing in the community 

or Information would be of 
interest to local press 

  or Minimal regulatory 
requirements and 
limited sensitivity to 
non-compliance 

30 Some public 
embarrassment leading to 
limited damage 

or Information would be of 
interest to local MPs 

  or Modest legal and 
regulatory 
requirements 

40 Loss of credibility and 
public confidence in the 
service concerned 

or Incident of interest to 
National Press 

or Incident potentially leading to 
the dismissal or resignation of 
the responsible functional 
manager 

or Extensive legal and 
regulatory 
requirements with 
sanctions for non-
compliance 

50 Highly damaging to 
reputation of Breckland with 
immediate impact on public 
confidence 

or Incident of interest to the 
External Audit and 
government agencies 

or Incident potentially leading to 
the resignation or dismissal of 
a Chief Officer 

or Possible court 
enforcement order for 
non-compliance  
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Internal Audit Risk Assessment Matrices 

 

C Inherent Risk  This aspect considers the inherent risk of the system, service, process or related assets to 
error, loss, irregularity, inefficiency, illegality or failure. The particular service sector, nature of operations and the pace 
of change will also affect the level of inherent risk. Similarly the relative complexity of the system will influence the 
inherent risk or error. The inherent vulnerability of a system, service or process cannot be altered, only mitigated by 
the quality of controls considered in section D. 

Score Inherent Risk – 
Vulnerability 

 Risk of Error due to 
System Complexity 

 Risk resulting from Pace of 
Change 

 Risk to Asset 
Security 

5 Low vulnerability  Simple system with low 
risk of error 

or No changes planned or Undesirable low value 
assets not at risk of 
fraud or loss 

6 Medium or low inherent 
risk 

or  or Limited changes planned with 
reasonable timescale 

  

7 Medium vulnerability or Moderately complex 
system with medium risk 
of error 

or Moderate level of change over 
medium term 

  

8 Medium to high inherent 
risk 

or  or Significant level of change with 
restricted timescale 

  

10 Highly vulnerable or Complex system with high 
risk of error 

or Extensive changes planned 
with short timescale 

or Highly desirable 
assets exposed to 
high risk of fraud or 
loss 
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Internal Audit Risk Assessment Matrices 

 

 

 
D Control Risk  This aspect assesses the level of control risk based upon the results of past audits of the control 
environment under review. This aspect also takes into account of the operating history and condition of systems and 
processes and knowledge of management controls to minimise exposure to risk. CRSA and extensive Control Risk 
Workshops under the leadership of the Council’s Risk Manager could support evaluation. 

Score History of Risk Management Success  Management Risk and Control 
Environment 

 Condition of Risk  Management 
Controls 

2 No history of control weakness or There is effective risk management in 
place and adequate controls 
operated by risk-aware management 

or Effective controls and robust attitude 
to the management of all material 
risks. Embedded risk management 
culture 

4 No history of significant weakness or Good management risk and control 
environment 

or Stable system with history of 
reliability and controls. Risk 
management issued considered 
regularly. 

6 No high risk issues outstanding from the 
previous audit/investigation/best 
value/external review 

or No knowledge of management risk 
and control environment 

or Risk management and system 
controls not validated. 

8 Some significant problems were identified 
and are known to be outstanding from the 
previous audit/review 

or Some significant concerns have been 
expressed by management (through 
Controls Risk Workshops) 

or Technical health of system of risk 
management and controls in doubt. 

10 Major weaknesses in risk management 
and controls were identified and are 
known to be outstanding 

or Major concerns have been expressed 
by management (through Controls 
Risk workshops) 

or Obsolete system with history of 
problems and ineffective control. 
Little or no work undertaken on risk 
management. 


